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Subpart A—Protection of Privacy 
and Access to Individual 
Records Under the Privacy 
Act of 1974 

§ 1701.1 Purpose, scope, applicability. 
(a) Purpose. This subpart establishes 

the policies and procedures the Office 
of the Director of National Intelligence 
(ODNI) will follow in implementing the 
requirements of the Privacy Act of 
1974, 5 U.S.C. 552a, as amended. This 
subpart sets forth the procedures ODNI 
must follow in collecting and main-
taining personal information from or 
about individuals, as well as procedures 
by which individuals may request to 

access or amend records about them-
selves and request an accounting of dis-
closures of those records by the ODNI. 
In addition, this subpart details param-
eters for disclosing personally identifi-
able information to persons other than 
the subject of a record. 

(b) Scope. The provisions of this sub-
part apply to all records in systems of 
records maintained by ODNI direc-
torates, centers, mission managers and 
other sub-organizations [hereinafter 
called ‘‘components’’] that are re-
trieved by an individual’s name or per-
sonal identifier. 

(c) Applicability. This subpart governs 
the following individuals and entities: 

(1) All ODNI staff and components 
must comply with this subpart. The 
terms ‘‘staff’’ and ‘‘component’’ are de-
fined in § 1701.2. 

(2) Unless specifically exempted, this 
subpart also applies to advisory com-
mittees and councils within the mean-
ing of the Federal Advisory Committee 
Act (FACA) which provide advice to: 
Any official or component of ODNI; or 
the President, and for which ODNI has 
been delegated responsibility for pro-
viding service. 

(d) Relation to Freedom of Information 
Act. The ODNI shall provide a subject 
individual under this subpart all 
records which are otherwise accessible 
to such individual under the provisions 
of the Freedom of Information Act, 5 
U.S.C. 552. 

§ 1701.2 Definitions. 
For purposes of this subpart, the fol-

lowing terms have the meanings indi-
cated: 

Access means making a record avail-
able to a subject individual. 

Act means the Privacy Act of 1974. 
Agency means the ODNI or any of its 

components. 
Component means any directorate, 

mission manager, or other sub-organi-
zation in the ODNI or reporting to the 
Director, that has been designated or 
established in the ODNI pursuant to 
Section 103 of the National Security 
Act of 1947, as amended, including the 
National Counterterrorism Center 
(NCTC), the National 
Counterproliferation Center (NCPC) 
and the Office of the National Counter-
intelligence Executive (ONCIX), or 
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such other offices and officials as may 
be established by law or as the Director 
may establish or designate in the 
ODNI, for example, the Program Man-
ager, Information Sharing Environ-
ment (ISE) and the Inspector General 
(IG). 

Disclosure means making a record 
about an individual available to or re-
leasing it to another party. 

FOIA means the Freedom of Informa-
tion Act. 

Individual, when used in connection 
with the Privacy Act, means a living 
person who is a citizen of the United 
States or an alien lawfully admitted 
for permanent residence. It does not in-
clude sole proprietorships, partner-
ships, or corporations. 

Information means information about 
an individual and includes, but is not 
limited to, vital statistics; race, sex, or 
other physical characteristics; earn-
ings information; professional fees paid 
to an individual and other financial in-
formation; benefit data or claims infor-
mation; the Social Security number, 
employer identification number, or 
other individual identifier; address; 
phone number; medical information; 
and information about marital, family 
or other personal relationships. 

Maintain means to establish, collect, 
use, or disseminate when used in con-
nection with the term record; and, to 
have control over or responsibility for 
a system of records, when used in con-
nection with the term system of 
records. 

Notification means communication to 
an individual whether he is a subject 
individual. 

Office of the Director of National Intel-
ligence means any and all of the compo-
nents of the ODNI. 

Record means any item, collection, or 
grouping of information about an indi-
vidual that is maintained by the ODNI 
including, but not limited to, informa-
tion such as an individual’s education, 
financial transactions, medical his-
tory, and criminal or employment his-
tory that contains the individual’s 
name, or an identifying number, sym-
bol, or any other identifier assigned to 
an individual. When used in this sub-
part, record means only a record that 
is in a system of records. 

Routine use means the disclosure of a 
record outside ODNI, without the con-
sent of the subject individual, for a 
purpose which is compatible with the 
purpose for which the record was col-
lected. It does not include disclosure 
which the Privacy Act otherwise per-
mits pursuant to subsection (b) of the 
Act. 

Staff means any current or former 
regular or special employee, detailee, 
assignee, employee of a contracting or-
ganization, or independent contractor 
of the ODNI or any of its components. 

Subject individual means the person 
to whom a record pertains (or ‘‘record 
subject’’). 

System of records means a group of 
records under ODNI’s control from 
which information about an individual 
is retrieved by the name of the indi-
vidual or by an identifying number, 
symbol, or other particular assigned to 
the individual. Single records or groups 
of records which are not retrieved by a 
personal identifier are not part of a 
system of records, 

§ 1701.3 Contact for general informa-
tion and requests. 

Privacy Act requests and appeals and 
inquiries regarding this subpart or 
about ODNI’s Privacy Act program 
must be submitted in writing to the Di-
rector, Information Management Office 
(D/IMO), Office of the Director of Na-
tional Intelligence, Washington, DC 
20511 (by mail or by facsimile at 703– 
482–2144) or to the contact designated 
in the specific Privacy Act System of 
Records Notice. Privacy Act requests 
with the required identification state-
ment and signature pursuant to para-
graphs (d) and (e) of § 1701.7 of this sub-
part must be filed in original form. 

§ 1701.4 Privacy Act responsibilities/ 
policy. 

The ODNI will administer records 
about individuals consistent with stat-
utory, administrative, and program re-
sponsibilities. Subject to exemptions 
authorized by the Act, ODNI will col-
lect, maintain and disclose records as 
required and will honor subjects’ rights 
to view and amend records and to ob-
tain an accounting of disclosures. 
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